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Short articles aiming to provide a concise roadmap and a stepwise test-oriented deployment tutorial of samba 2.2.x
with LDAP as a backend on Debian Linux. For initiated users, yet not overly *nix technical. Does not provide back-
ground or in depth information - intended as a complement roadmap for other in depth documentation, a fairly full
list of which is provided in the bibliography.
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Why | wrote this...

| want to make a "cheat sheet" that includes a working configuration based on most available instructions, to get a
server up quickly. A guide that just says what and not how.

| wanted to write a text that explains how to get a samba server up and running with OpenL DAP as a backend, from
the perspective of primarily serving windows users.

Most other articles are lengthy, so | wanted a concise one to be available. | also wanted it to be stepwise, with tests
after each step.

The cheat sheet isthe goal, and not even started - | have some

Please send feedback! | really want this guide to work out - despite much testing there's always that little bug, omis-
sion or lack of clarity - mail me with your impressions/comments/errata/suggestions/”| used your article..."-mails...

First we try out samba without Idap, then uninstall it and compile LDAP and samba to make them work together,
testing at the end of each section. Finaly, we refine (actualy redo) the LDAP directory structure and iron out
wrinkles to make the solution behave as a windows user would expect, ie:

» make samba autoadd machines as we add them to the domain from the client (using the smbldap-tools scripts)

e ensure password sync

» check that the administrator group isworking

The smbldap-tools are alarge part of that section, largely because they've apparently become a standard way to ease

administrative tasks, etc. However, they do seem to require configuring Linux authentication in order to work prop-
erly 1 which iswhy we will then start with configuring that end before installing the scripts.

11 welcome any and all information about what the configuration prerequisites/requirements exactly are to get the smbldap-tools working.
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Test drive!

Samba done quick - single player game!

This small article will guide you through installing default Debian Samba and testing it.

Warning
This small chapter is awaste of time! Thisisonly to allow you to quickly test samba.

On the other hand - you should finish it in 15-30 minutes at the most!

At this point, do have alook at the pre-requisites.

Steps

Install the standard Debian Samba package

We use apt-get to install the package:

apt - get

install Iibcupsys2 libtiff3g sanba sanba-conmon sanba- doc snbclient snbfs

This should both install and start the samba service.
Create atest share and configure sambato allow accessto it

L ets create one in tmp, for example:
cd /tnp

nkdir test

chnmod 777 test

We're gonna configure 2 samba using a typical test configuration (no security, etc - nothing). First we backup
the original config file and then edit.

cd /etc/sanba
nmv snb. conf snb_ori g. conf
nano snb. conf

Into the now empty config file, enter one of the simplest configurations we can use (compare by glancing at
the backup config you just made):

Example 1. Simplest samba configuration

# Test snb.conf file

2Before getting ahead of ourselves, suffice it to say that samba is configured through it's config file which you can edit directly (and most
changes are reflected immediately - but that differs somewhat) or use a frontend like the accompanying SWAT - which we will look at briefly be-
low. The samba config fileisin /etc/sambain Debian.




Test drive!

4.

# mawi 2003-07- 28
B o o o o o o o o o o e o e e e e e e e e e e e e e e e e e e oo
[ gl obal ]

wor kgr oup = TESTSAMBA- GRP E
net bi os name = TESTSAMBA E’
security = SHARE ﬂ

[test]

path = /tnp/test

read only = no
guest ok = yes

Asin windows - the netbios workgroup name. Doesn't matter for this test.
The nethios name that we want this machine to have. Use the hostname of the computer for simplicity's
sake.
Interesting: The security model for the samba machine. See samba doc for moreinfo, or hold on.

8 Here we tell samba to share a directory - each genera share we want is defined by it's own section. The
parameters are pretty self explanatory - we indicate what folder the share is, and then that guests are ok
and writing is ok.

% Main section in the samba config

Test samba

We will make sure that samba is running, then we will test by accessing the share, then optionally test adding
the sambato a domain / and or adding a client to samba (and have it act as a PDC, if only briefly). Make sure
that samba.is running by restarting it ;):

/etc/init.d/ sanba restart
List share from linux machine (locally, loopback). Try listing the samba shares using the command/pro-
gram smbclient 3 and thelist (L) switch:;

snbclient -L TESTSAMBA “

9 Enter the hostname of the computer (as you did in the config file above).
opefully, you get alisting of the test share.

List and access share from a windows machine. Then try accessing the samba machine (use net view SAM
BAHOSTNANME) and access the share from a windows machine, as usual (using \IPADDRESS\test). If your
network 4 isworking ok, everything should go fine.

Add the samba machine to an existing windows domain. Optionally, if you have a domain controller ready
and administrator account to it:

snbpasswd -r SERVER -j RUBI ES - UAdmi ni st r at or YPPASSWORDHERE
nane and passwd of your adnmin acct here

Install, enable and look at SWAT

3Sambaincludes not just the server programs, but also client, administration, etc programs - the whole enchilada
4lnstructions for getting your computers talking to each other is way out of scope for this article.
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Test drive!

Install SWAT using apt-get:

apt - get
install swat

Then you need to edit inet.d conf to make the web server allow access to swat using port 901 (which is the
port swat uses). In Debian, the line is aready there (last in thefile), you just need to uncomment it to enableit,
and then restart inetd (and samba just to make sure).

nano /etc/inetd. conf“

/etc/init.d/inetd restart
/etc/init.d/ sanba restart

Edit and uncomment swat line, should be last in file
ow try the SWAT gui by surfing to it, using http://HOSTNAME:901. Have alook at all the tabs - pretty use-
ful. In addition, the help links are great - now is a good time to view the help on the "security" setting in the
config file. On the globals tab, find security, click help and get wiser!

Uninstall samba again
Thiswill uninstall so that we may go on to the next chapter "a-fresh” 5:

/etc/init.d/ sanmba stop
apt -get renpve sanba-doc sanba sanba- conmon snbclient snbfs swat w nbi nd

Didn't that go quick, huh?

51 am not sureif thiswill uninstall everything, but mostly everything...
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OpenLDAP run-through

OpenLDAP done quick - single player game!
This small article will guide you through compiling and testing OpenL DAP.

To be continued...
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Chapter 1. Basic install

Getting ready for some multiplayer action!

Table of Contents

Get, install and teSt OPENLDAP ...ttt et 11
Get, build aNd tESE SAMDAZ2.2.X ... .ceeiii et 14

Get, install and test OpenLDAP

We will install and configure the basic openldap system so that we can test samba using it. This will omit configur-
ing nss, pam and automating scripts and so on. This section is based on the excellent (and much more in-depth) art-
icle [amers03a], highly recommended!

Steps

Get source

First we create a directory to store the sourcein, | suggest in /usr/local/src/:

cd /usr/local/src/

nkdir slapd slapd is the nane of the server daenon program of OpenLDAP
cd sl apd/

Then we download the source and install dependencies to slapd, all using the Debian tool apt-get (if you get
an error, you are probably missing the "dpkg-dev" package, see prerequisites):

apt -get source sl apd
apt - get buil d-dep sl apd

Lastly, weinstall SSL development libraries (optional, if you wanna go SSL or not, but it won't hurt and only
takes a sec):

apt-get install |ibssl-dev

Edit build config, build and install OpenLDAP

We will make a small adjustment to the build configuration (the "rules’ 6 file), first we go into the down-
loaded source directory:

cd openl dap2-2. 0. 23/
nano debi an/rul es i}

6therulesfileis aways located in the "debian" folder of a source package (directory)
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Basic install

1 the (rather short) "rules" file, search for "without-tIs' and replace it with with "with-tls". One change
only.

[amers03a] says to run the rules file manually, but go with the standard dpkg-buildpackage tool (I like stand-

ard stuff):

dpkg- bui | dpackage

Hopefully, this goes aright. Finally we install the newly built packages using dpkg -i (for install). To do this
we |leave the extracted source directory:

cd ..

dpkg -i slapd_2.0.23-6_i 386. deb \ noti ce backslash to split conmand into sever
> | i bl dap2_2.0.23-6_i 386. deb \

> |i bl dap2-dev_2.0.23-6_i 386. deb \

> | dap-utils_2.0.23-6_i 386. deb

[amers03a] says that debconf7 will ask you some questions at this point but | did not get any questions.
Configure OpenLDAP, add testdata and test

We will edit the default configuration file, add two records and test the server by querying it. The configura-
tion fileis /etc/ldap/dlapd.conf

cd /etc/ldap/
nano sl apd. conf

The following is asimple configuration that works:

# [etc/ldap/ sl apd. conf
i ncl ude /etc/l dap/schema/ core. schenma “

i ncl ude /etc/l dap/schema/ cosi ne. schena

i ncl ude /etc/l dap/schema/i netorgper son. schema

#i ncl ude /etc/| dap/schema/ ni s. schema

#i ncl ude /etc/l| dap/schema/redhat/rfc822- Mai | Menber . schenma
#i ncl ude /etc/| dap/ schema/ redhat/ aut of s. schema

#i ncl ude /etc/| dap/ schema/ r edhat/ ker ber osobj ect. schenma

#i ncl ude /etc/| dap/ schema/ sanba. schema

pidfile //var/run/slapd.pid
argsfile //var/run/slapd. args

#Sanpl e Access Contro
# Al l ow read access of root DSE
# Allow self wite access
# Al'l ow aut henti cated users read access
# Al'l ow anonynbus users to authenticate
access to dn="" by * read
access to *
by self wite
by users read
by anonynous auth
# if no access controls are present, the default is:
# Al ow read by al
#

i
I .
rootdn can al ways wite

HHHBHHBHHSHH S HH R H R H R H SR H R R H R R
HH##HHH##HHES | dbm dat abase def i ni t i ons#####HHHRHHTH
HHHH RS RS R R R R R R R R R R 7

dat abase | dbm
7The Debian configuration program that may be invoked when installing new programs (packages)
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Basic install

suffix "dc=e-nf, dc=net"
root dn "cn=Manager, dc=e-nf, dc=net" E’
r oot pw SECRET ﬂ

# The dat abase directory MJST exist prior to running slapd AND
# shoul d only be accessi bl eby the slapd/tools. Mdde 700 reconmmrended.
directory /var/lib/ldap/e-nf.net

# Indices to maintain

i ndex primaryG oupl D eq
i ndex rid eq

i ndex uid eq

#i ndex ui dNunber eq

#i ndex gi dNunber eq

i ndex cn pres, sub, eq

i ndex objectd ass eq

i ndex default sub

# ends

Notice how | am at this point only leaving some schemas active (uncommented)

Edit the suffix

Enter the rootdn name. Note: all is case sensitive here!

Password, you can copy and use slappasswd crypt or md5 hash to not storein cleartext
Let'stry starting the openldap server:

/etc/init.d/slapd start

Now add a couple of recordsto our directory, first create afile (base. | di f) with the following test data:
dn: dc=e-nf,dc=net of course, edit this...

obj ect Cl ass: donmi n

dc: e-nf ...and this...

dn: ou=Users, dc=e-nf,dc=net ...and this

obj ectC ass: top

obj ect O ass: organi zati onal Uni t

ou: Users

description: System Users

Now add the data from that file using the |dapadd command:

| dapadd -x -D "cn=Manager, dc=e-nf,dc=net" -f base.ldif -W

(See the man page for Idapadd for info on the switches). Y ou will get prompted for the password you just set.
Lastly, test by querying for the records:

| dapsearch -x -W-D "cn=Manager ; dc=e-nf; dc=net"

All records will be displayed. That wraps it up - OpenLDAP is basically ready to rumblel!! Let's see if we can

get our other contestant out in the ring!

Optional but nice: Get LDAPManager and view the directory

Note

13



Basic install

This is totally optional - but recommended and may please you if you feel dissapointed by the
lack of *thump* in the result of our OpenLDAP installation.

Thereisaprogram called LDAPManager that will allow you to browse an LDAP directory very nicely. Itisa
java program and to install we need to install Java from Sun, download LDAPManager, extract and run the
Jar. You then specify the server (ip) to connect to and connect using the rootdn as with ldapadd and
|dapsearch above.

LDAPManager can be downloaded from its page: http://www-unix.mcs.anl.gov/~gawor/ldap/ and ht-
tp://www.iit.edu/~gawojar/ldap/.

Get, build and test Samba 2.2.x

Thisis basically a remake of the introductory article, but this time we get the sources, modify the build parameters
and build Samba ourselves - with support for using LDAP as the user authentication backend 8 .

Steps

1
Download and extract source
First we create a directory to store the sourcein, | suggest in /usr/local/src/:
cd /usr/local/src/
nkdi r sanba
cd sanba/
Then we download the source. Here you have some different options, you can use apt-get or find the source
file on the net and use wget to download it to the directory. I'm gonna go for the latter, and | found an URL to
the source (2.2.8 http://usl.samba.org/samba/ftp/samba-2.2.8a.tar.gz ).
apt-get install wget install wget, if you don't have it
wget http://usl. sanba. org/ sanba/ft p/ sanba-2.2.8a.tar.gz | paste the URL | found
Finally, we extract the source so we can useit:
tar xvzf sanba_2.2.8a.tar.gz skip v (verbose) if you don't want clutter
2.

Edit build config, build and install Samba

Configuring the Samba build requires changes to some different files, so we will make a backup of these files
first.

cd /sanba-2. 2. 8a/ debian go into the extracted source directory

nkdir ../../|dap-deb-bak create backup directory

cp rules |ibpam snbpass.files \

sanmba- common. conffiles winbind.files ../../| dap-deb-bak/ then make backups

8Samba 2.x does not include support for LDAP backend in it's default package - it needs to be compiled on a machine with LDAP onit.
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Basic install

Three files require simple edits:

nano | i bpam snbpass to enpty

nano sanba-conmon. conffiles to enpty

nano wi nbind.files renove |ib/security/pam w nbind. so

The rulesfile (fourth and final) requires the following edits:

Example 1.1. Samba build rules edits

--Wi th-pam remove this

--W t h- pam snbpass renove this

--wi t h-aut onbunt \ add this

--wi th-acl -support \ add this

--with-profile \ add this

--di sabl e-static \ add this

--w t h-I dapsam add this

131 #install -m 0644 source/ nsswi tch/ pamw nbi nd. so \ comment this line
132 #$(DESTDIR)/1i b/ security/ comment this line

142 #nmv $(DESTDI R)/ usr/ bi n/ pam snbpass. so $(DESTDIR)/ i b/security/ comment this line
182 #cp debi an/ sanba. pand $(DESTDI R)/ et ¢/ pam d/ sanba commrent this |ine

These packages need to be installed before building, and then we go out and see the build packages and install
them:

apt-get install libcupsys2 libtiff3g debhel per \

| I bcupsys2-dev autoconf |ibpanDg-dev |ibreadline4-dev
dpkg- bui | dpackage

cd

dpkg =i\

sanba- cormon_2. 2. 8a-0. 1 i 386. deb \

li bsnbclient 2.2.8a-0.1_i386.deb \

li bsnbclient-dev_2.2.8a-0.1_i386.deb \
sanba 2.2.8a-0.1 i386.deb \

snbclient 2.2.8a-0.1 i386.deb \

smbfs 2.2.8a-0.1 i386.deb \

swat 2.2.8a-0.1 i386.deb \

wi nbind_2.2.8a-0.1_i386.deb \
sanba-doc_2.2.8a-0.1 all.deb

If all goeswell, Samba should be installed and running with LDAP support (unconfigured).
Configure and test

To test samba and start a small smb.conf, then test using it: Go through the configure and test part of the quick
walk-through, then come back here and we will make some changes in order to activate the LDAP backend
and test that.

Assuming that you created the simple config, lets go through the basic changes necessary to test the samba-
Idap interoperability. We need to add the samba schema to the OpenLDAP config - ie copy the file to the
schemas directory and then reference it in our slapd.conf: Now we need to edit the samba config, telling it to
use LDAP for authentication and then we need to give samba the LDAP manager password so it can access it

15



Basic install

for us. First we edit smb.conf:

Example 1.2. smb.conf editsto enable L DAP backend

; LDAP-speci fic settings

| dap adm n dn= "cn=Manager, dc=e-nf, dc=net" your specifics from sl apd. conf

| dap port = 389

I dap ssl = no

| dap suffix = "ou=Users, dc=e-nf, dc=net" where shal |l sanba put/check for users?

Finally, we give samba the LDAP manager password, and at this point, | found restarting the services may be
necessary;

snbpasswd -w secret your password goes here, of course
/etc/init.d/slapd restart
[etc/init.d/ samba restart

Samba should now be able to create a user account for us in the LDAP directory based on a *nix system ac-
count (the alternative is to add the user account manually). You make a *nix account into a samba account
with smbpasswd. So to create a samba user we add the user and then run smbpasswd to add the user to the
directory and set the password. We will check it out using Idapsearch (or LDAPmanager) and test that we can
use the user when accessing samba:

useradd -c "Sanba User account" -d /dev/null -s /bin/false nils

| dapadd -x -h | ocal host -D "cn=Manager, dc=e-nf,dc=net" -f nils.ldif -W
snbpasswd -a nils

| dapsearch -x -W-D "cn=Manager ; dc=e- nf ; dc=net"

snbclient -L HOSTNAME - Uni | s%ASSWORDHERE r epl ace here of course

Then try accessing the server and a share from a windows machine. If you like, to further test, try opening up
SWAT and deny nils access to the share, and so on.

Further testing

Other tests at this point could be to make samba DC and test add a windows client machine. In-
structions on how to do this - without LDAP considerations - can be found elsewhere.

So far so good? Next up we do alittle linux changes, redo the LDAP structure and enable some scripts to throw the
switch on the machine asa PDC.
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Chapter 2. Samba LDAP as a DC

Table of Contents

Making Debian authentiCate VIALDAP ... ... 17
Install, configure & test SMbIdaP-TO0IS .......coiiuiiiii e 18

Making Debian authenticate via LDAP 9

Let's change som Linux configs!

We will install and configure , PAM, passwd and ssh authentication to use LDAP. Then we will test by adding a
user to the system and use ssh to log in as that user. This has nothing to do with samba except to unify the account
datastore and (important) make sure smbldap-tools run.

Install:

apt-get install libnss-Idap |ibpamldap

Configure (make some backups):

mv /etc/libnss-1dap.conf /etc/libnss-Idap.conf_DEB-orig
nano /etc/libnss-Idap. conf exanple here

nano /etc/nssw tch.conf | ook here

nano /etc/pam | dap. conf exanple here

nano /etc/libnss-1dap.conf |ook here for exanple

cp passwd passwd_DEB-orig

nano /etc/pam d/ passwd check exanpl e

We also need to update our Idap configuration, we need to add a nss user to the directory and in fact | advise a new
structure as opposed to the quick install tests (which aimost had no structure). We aso edit slapd.conf to enable the
nis schema:

nano /etc/ldap/slapd.conf uncomment nis.schema |ine at the beginning of the file
TODO. cl ear existing directory contents
| dapadd -x -D "cn=Manager, dc=e-nf,dc=net" -f base.ldif -W

Create a new base structure in a ldif file, details of ny sinple exanple here

Configure ssh (/etc/pam.d/ssh) to authenticate via LDAP, test:

cd /etc/pam d/
cp ssh ssh_DEB-orig
nano ssh check exanple file

9Based on [amers03a]
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SambaLDAPasaDC

To test, add a user to the directory only and try logging in using ssh with that user. Make sure the users entry in the
directory hasavalid shell. TODO: FIXME

Install, configure & test smbldap-tools

We need to add the sources for the Debian packages of the smbldap-tools to our apt source list file, after which we
will install, configure and test. First we edit the apt sourceslist (/ et ¢/ apt / sour ces. | i st) and add the follow-
ing lines:

Example 2.1. smbldap-tools sour ces for /etc/apt/sour ces.list

# snbl dap-t ool s:
deb ftp://ftp.sanba. gr.|p/ pub/samba- | p/ debi an/ woody ./
deb-src ftp://ftp.sanba. gr.jp/ pub/sanba-j p/ debi an/ woody ./

We can now install using:

apt-get install
snbl dap-t ool s

The Debian package places the configuration file for the tools in the samba configuration directory, /
et ¢/ sanmba/ snbl dap_conf. pm and you need to make atleast fourteen small edits. The config file is rather
lengthy so | placed an annotated example and list of the edits in an appendix, so go there and have alook now! :-)

We now test that the scripts are configured correctly and working, by adding necessary groups and administrator ac-
counts. We will restart slapd first:

/etc/init.d/slapd restart

TODO restart auth or whatever?

TODO users?

TODO test 1 - show user

TODO. test 2 - add group

snbl dap- gr oupadd Machi nes

to check if It seens to work: tail /var/log/auth.l|og

snbl dap- groupadd -g 200 Donmai nAdmi ns Single word groupnanme is easiest for snmb.conf, it see

snbl dap-useradd -a -m-g 200 adni ni strat or
snbl dap- passwd adni ni st rat or

snbl dap-useradd -a -m-g 200 root necessary for addi ng w2k/ XP nachi nes, see FAQ
snbl dap-usernmod -u 0 -g O root
snbl dap- passwd r oot

We now edit smb.conf to make use of the smbldap-tools, and edit/add these lines:

Example 2.2. smbldap-tools edits to smb.conf

add user script = /usr/sbin/snbl dap-useradd -w -d /dev/null -g Machines -c "Machi ne accoun
password change script =
domai n adm n group =

18



SambaLDAPasaDC

TODO. Check and conpl ete this!

Finally, in order to throw the switch on samba as a DC we add the following lines to smb.conf:

Example 2.3. smb.conf editsfor sambaasDC

TODO  FI XVE!

After these last edits, restart the services and test the configuration from the windows world by: (1) Adding a com-
puter to the domain (see FAQ for tips on how to seek out bugs in the setup), (2) add a user using the smbldap-
useradd script/command and log in as that user, then (3) change the password for that user (4) try logging on using
ssh (set users shell to avalid shell using LDAPmanager) and (5) log on as a domain administer and test that you are
getting administrative access.
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Small FAQ

How to add a user account manually

There are several ways to add a user account (SWAT for example) - to add one manualy first add it to the
*nix system using either useradd or adduser, then add the user to the directory by creating a file with the
data and adding it using ldapadd and then making it a samba account and setting it's password by using smb-
passwd.

You will want to think about whether the user shall be able to logon to the Linux machine. So assuming we
have created afile with the userdata "nils.Idif":

Example 4. Smple user Idif fileto add to LDAP directory

dn: uid=nils, ou=Users, dc=e-nf, dc=net
obj ect Cl ass: i net Or gPerson

obj ectCl ass: top

obj ect Cl ass: organi zati onal Person

cn: Nils Nilsson test user

sn: Nilsson

title: Testuser

description: NA

We add this user in these three steps:

useradd -c "Sanba User account" -d /dev/null -s /bin/false nils

| dapadd -x -h | ocal host -D "cn=Manager, dc=e-nf,dc=net" -f nils.Idif -W
snbpasswd -a nils

Notice how the user is not given a valid shell (-s) so he cannot login on the linux machine and no no valid
home directory (-d).

How to make samba act asa PDC

TODO

How to add a windows client machine

Makesure"root" account existsin samba. Apparently, in order to add a win2k/XP machine, there must ex-
ist aroot user in the LDAP directory. With the smbldap-tools installed we add the user like so:

snbl dap-useradd -a -m-g 200 root Notice adding to admi n group, which we have set to C
snbl dap-usernmod -u 0 -g 0 root TODO. hmm .. ? check this!

snbl dap- passwd r oot

For vanilla samba (without LDAP and the smbldap-tools package) we set the password of the root account for
samba using smbpasswd:

snbpasswd -a root TODO check !
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Small FAQ

To add a computer to the domain, ensuring that it gets/has an account is the first step. If using LDAP and the
smbldap-tools are installed and configured (and add user script of smb.conf set and working) we should be
able to add a windows machine from it - remotely - so that samba adds the machine account to the LDAP dir-
ectory automatically.

Otherwise, we need to add an account for the machine manually like so:

useradd -c "W ndows NT Conputer account" -d /dev/null -s /bin/false rudolf$
-c = conment

-d = hone dir

-s = shell

snbpasswd -m -a rudolf create nmachi ne account in sanba dat abase

After the account issue has been taken care of we can set the windows client to the domain from the windows
computer as usual - except that we need to supply the root account (and no other) when doing so. We then re-
boot. All done!
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Appendix A. Prerequisites

| am assuming that you know allittle about linux, and especially Debian linux. For example:

e Familiarity with installing software (atleast you have used apt-get, dselect and maybe dpkg)

» Basic *nix know-how (you know how to edit atext file in linux)

e Windows network administration (you know your way around the windows "net" command)

» A test environment - do yourself afavor and get everything set for testing. Y ou need alinux machine, a windows
machine and a functioning network between them - preferably without another windows PDC on it (AFAICS). If
yo have access to VMWare go for it - it really makes creating and manipulating testbeds easy! My environment

was to VMWare machines on my workstation - one running linux with a bridged NIC and a host only NIC to a
virtual VMWare net to which the windows machine had it's only NIC attached.

» To get sources, build, etc - you will need dpkg-dev which may not be installed on a vanilla debian system, use
apt-get to get it:

apt-get install dpkg-dev

Y ou will see me editing using nano throughout this article

22



Appendix B. The smbldap-tools config file

The Debian package of the tools places the configuration file in the samba configuration directory (/etc/samba/).
This is an example of it with the fourteen necessary changes annotated. Most are fairly self explanatory. Besides
these fourteen, many other parameters exist that give the scripts a necessary description of your environment.

Example B.1. smbldap-tools config, smbldap_conf.pm

#!1 [/ usr/ bi n/ per|
use strict;
package snbl dap_conf;

$ld: snbl dap_conf.pmv 1.14 2002/ 06/ 01 04: 30: 48 ol em Exp $
snbl dap-tools.conf : Q & D configuration file for snbl dap-tools

Thi s code was devel opped by | DEALX (http://|DEALX org/) and
contributors (their nanes can be found in the CONTRI BUTORS file).

Copyright (C) 2001-2002 | DEALX

This programis free software; you can redistribute it and/or
nodi fy it under the terns of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any |ater version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the
G\U CGeneral Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place - Suite 330, Boston, MA 02111-1307,
USA.

Pur pose :
be the configuration file for all snbl dap-tools scripts

HH HHAHFHHFHFHIFHHFHHHFEHEHFHFEHHF HHH

use vars gwW $VERSI ON @ SA @XPORT @EXPORT_OK %EXPORT_TAGS
$Ul D_START $G D_START $snbpasswd $sl aveLDAP $nmast er LDAP
$wi t h_snbpasswd $mk_nt passwd

$| dap_pat h $I dap_opts $I dapsearch $I dapsear chnobi nd

$l dapnodi fy $| dappasswd $l dapadd $l dapdel et e $| daprodr dn
$suffi x Susersdn $conput er sdn

$gr oupsdn $scope $bi nddn $bi ndpasswd

$sl aveDN $sl avePw $nmast er DN $mast er Pw

$_userLogi nShel | $_userHonePrefix $ _user Gecos

defaul tUserG d $_defaul t ConputerG d

skel etonDi r $_user SmbHone

userProfile $_userHomeDrive

user Scri pt $usersou $conput er sou $gr oupsou

$
$
$
$
)

use Exporter;
$VERSI ON = 1. 00;
@ SA = qwW Exporter);

@XPORT = qw(
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The smbldap-tools config file

$Ul D_START $G D_START $snbpasswd $sl avelLDAP $mast er LDAP

$wi t h_snbpasswd $nk_nt passwd

$l dap_pat h $l dap_opts $I dapsearch $l dapsear chnobi nd $I dapnodi fy $I dappasswd
$l dapadd $I dapdel et e $l dapnodrdn $suffix $usersdn

$conput er sdn $gr oupsdn $scope $bi nddn $bi ndpasswd

$sl aveDN $sl avePw $mast er DN $nast er Pw

$_userLogi nShel | $_userHonePrefix $ _user CGecos

$ defaultUserG d $_defaul t ConputerGd $_skel etonDir

$_user SmhHome $_userProfile $_userHoneDrive $_user Scri pt

$user sou $conput er sou $groupsou

)

HHHH B H B H A H R H R H R H R H R R H R R R H R R
#
# Ceneral Configuration

#
BHHBHBHHBHHHHBHHBH BB R BB R R B R R R R R R R R R R R

#

# UDand AD starting at...
#

$Ul D_START = 1000;

$Ad D_START = 1000;

HHBHHH B R HPH R R HH R TR HH R T R T R R R R R R R R R 7
#

# LDAP Configuration

#

HERHHHHH T H T H R H R H

# Notes: to use to dual |dap servers backend for Sanba, you nust patch
Sanba with the dual -head patch from I DEALX. |f not using this patch
just use the sane server for slaveLDAP and mast er LDAP.

#
#
#
# Sl ave LDAP : needed for read operations
#
# Ex: $slavelLDAP = "127.0.0.1";

$sl avelLDAP = "127.0.0.1";

#

# Master LDAP : needed for wite operations
#

# Ex: $masterLDAP = "127.0.0.1";

$mast er LDAP = "127.0.0.1";

#
# LDAP Suffi x
#

# Ex: $suffix = "dc=I DEALX, dc=0RG';
$suffix = "dc=e-nf, dc=net"; “

#

# \Where are stored Users

#

# Ex: $usersdn = "ou=Users, $suffi x"; for ou=Users, dc=I DEALX, dc=0ORG
$usersou = q(_USERS ); e

$usersdn = "ou=%$user sou, $suf fi x";

#
# Where are stored Conputers
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The smbldap-tools config file

#
# Ex: $conputersdn = "ou=Conputers, $suffi x"; for ou=Conput ers, dc=I DEALX, dc=CRG
$conput ersou = g(_COWVPUTERS ) ; (3

$conput ersdn = "ou=$conput er sou, $suf fi x";
#

# Where are stored G oups

#

# Ex $groupsdn = "ou=G oups, $suffix"; for ou=G oups, dc=I DEALX, dc=0RG
$gr oupsou = q(_GROUPS ); E}

$groupsdn = "ou=$groupsou, $suf fi x";

#
# Default scope Used
#

$scope =

sub";

#

# Credential Configuration

#

# Bind DN used

# Ex: $bi nddn = "cn=Manager, $suffix"; for cn=Manager, dc=I DEALX, dc=org
$bi nddn = " Manager"; o

#

# Bind DN passwd used

# Ex: $bi ndpasswd = 'secret'; for 'secret
$bi ndpasswd = "asdal452"; (6

#

# Notes: if using dual |dap patch, you can specify to different configuration
# By default, we will use the same DN (so it will work for standard Sanba

# rel ease)

#

$sl aveDN = $bi nddn;

$sl avePw = $bi ndpasswd;

$mast er DN = $bi nddn;

$mast er Pw = $bi ndpasswd;

HERHHHHH T H T H R H R R R
#

# Uni x Accounts Configuration

#

HERHHHHH T H T H T H T H R R H R R H R R

# Logi n defs
#
# Default Login Shel

#

# Ex: $_userLogi nShell = qg(/bin/bash);

$ userLogi nShell = g(_LOG NSHELL ) ; (7

#

# Hone directory prefix (w thout usernane)
#

#Ex: $ userHonePrefix = q(/hone/);
$ user HonmePrefix = qg(/hone/);

#

# Cecos

#

$ user Gecos = ((System User);
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The smbldap-tools config file

#

# Default User (PCSI X and Sanmba) G D
#

$ defaultUserG d = 100; E’

#
# Default Conputer (Sanmba) G D
#
$ defaul t ConputerG d = 553; O

#

# Skel dir

#

$ _skeletonDir = q(/etc/skel); Q@

HHBHHH B R RS H R HH T R R A T R R T R R T R R R R R R 7
#

# SAMBA Confi guration

#

HERHHHHH T H R

#

# The UNC path to home drives | ocation without the usernanme |ast extension
# (will be dynam cally prepended)

# Ex: g(\\\\ My- PDC- net bi os- nane\\ homes) for \\ M- PDC net bi os- nane\ hones

$ user SmbHonme = g(\\\\_PDCNAME \\ hones);

The UNC path to profiles |ocations w thout the usernane | ast extension

(will be dynamically prepended)

Ex: q(\\\\ My- PDC- net bi os- nane\\ profil es) for \\ M- PDC- netbi os-nane\ profiles
userProfile = gq(\\\\_PDCNAVE \\profiles\\);

default Home Drive Letter mappi ng

ill be automatically mapped at |ogon tine if hone directory exist)
q(U:) for U

neDrive = q(_HOVEDRI VE :);

=
n
(¢"]
—
z

#
#
#
#
$
#
#
#
#
$
#
# The default user netlogon script nane

# if not used, will be automatically usernane.cnd
#
#

$ _userScript = g(startup.cnd); # make sure script file is edited under dos

I
#

# SMBLDAP- TOOLS Configuration (default are ok for a RedHat)

#

HHHHHHH AR R R R R R R R R R R R R R R R A R R R R R

# Allows not to use snbpasswd (if $with_snbpasswd == 0 in snbl dap_conf. pnm) but
# prefer mkntpwd... nost of the tine, it's a wise choice :-)

$W t h_snbpasswd = 0;

$snbpasswd = "/ usr/ bi n/ smbpasswd";

$nk_nt passwd = "/usr/| ocal / sbi n/ nknt pwd" ;

$l dap_path = "/usr/bin";
$l dap_opts = "-x";

$l dapsearch = "$l dap_pat h/ | dapsearch $l dap _opts -h $slaveLDAP -D ' $sl aveDN -w ' $sl avePw "
$l dapsear chnobi nd = "$l dap_pat h/ | dapsearch $l dap_opts -h $sl avelLDAP";

$l dapnodi fy = "$l dap_pat h/ | dapnodi fy $l dap_opts -h $nmaster LDAP -D ' $master DN -w ' $nast er P
$l dappasswd = "$l dap_pat h/ | dappasswd $l dap_opts -h $master LDAP -D ' $masterDN' -w ' $master P
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The smbldap-tools config file

$l dapadd = "
$l dapdel et e
$l dapnodr dn

1,
-

= 00 ] T e ) P =k

The End

Root suffices of LDAP (asin slapd.conf)

Name of LDAP directory holding all users

Name of LDAP directory to place computer accounts.

Name of the LDAP directory holding al domain groups
The name of the rootdn to use to bind to the LDAP directory
The password of the rootDN as you've set in slapd.conf
Default shell of all new created accounts

Default Group ID of all users created

Default Group ID (GID) of computers to be given by the scripts
L ocation of home directory skeleton for al new users
Sharename of home

Sharename of profile shares

Driveletter for home directory

Name of script for all users

$l dap_pat h/ | dapadd $l dap_opts -h $mast er LDAP -D ' $rmast er DN
"$l dap_pat h/ | dapdel ete $l dap _opts -h $master LDAP -D ' $mast er DN
"$l dap_pat h/ | dapnodrdn $l dap_opts -h $master LDAP -D ' $mast er DN

-w ' $masterPw ";

-w " $nasterP
-w " $nasterP
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Appendix C. Config files

These are the final versions of the configuration files mentioned in my articles. They do not represent final-op-
timized versions - they are simplistic and minimal versions in the spirit of the article, provided here in one place - far
from a production grade configuration.

Example C.1. baseldif - basic directory structure

TODO FI X ME

This base.ldif does not include groups since | create them using the smbldap-tools

Example C.2. /etc/libnss-Idap.conf

BHHHH A H AR RS [ et ¢l | i bnss- | dap. conf  ######HAHHEHBHHAHHHAHHE
host | ocal host

base ou=Users, dc=e-nf, dc=net

uri |dap://10.0.0.33 host address

| dap_version 3

bi nddn cn=nss, dc=e-nf, dc=net the nss user you added previously
bi ndpw qwerty

#nss _base passwd ou=Users, dc=e- nf, dc=net
nss_base passwd dc=e-nf,dc=net root suffix - since we have accounts in two places (?)

nss_base group ou=G oups, dc=e-nf,dc=net where to store groups
HERHHHHH

src: [amers03a]

Example C.3. /etc/pam_ldap.conf

RHHHHHHH R R R | et ¢f pam | dap. conf #####H#HHAHHHHBHH R RHH
# http://homex. subnet. at/ ~max/ | dap/
#

# pam | dap. conf for all client machi nes

host virtdeb enter hostname, base LDAP surfix, host address..
base dc=e-nf, dc=net

uri |dap://10.0.0.33/

| dap_version 3

r oot bi nddn cn=Manager, dc=e-nf, dc=net ...and rootdn to access

pam password crypt
HHHBHHHHH AR R R R R R R R R R R R R R R R R R
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Configfiles

src: [amers03a]

Example C.4. /etc/pam.d/ssh

#YPAM 1. 0

aut h required pam env. so

#aut h required pam nol ogi n. so

aut h suf fi ci ent pam | dap. so

aut h requi red pam uniX. so

account suffici ent pam | dap. so

account required pam uni X. SO

sessi on suf fici ent pam | dap. so

sessi on required pam uni X. SO

sessi on opt i onal pam | astl og. so # [ 1]

sessi on opt i onal pam nmotd.so # [1]

sessi on opt i onal pam mai | . so standard noenv # [1]
sessi on required pamlimts.so

password  sufficient pam | dap. so

passwor d required pam uni X. so

# Alternate strength checking for password. Note that this
# requires the |libpamcracklib package to be install ed.

# You will need to conment out the password |ine above and
# unconment the next two in order to use this.

#

# password required pam cracklib.so retry=3 ninlen=6 difok=3
# password required pam uni x. so use_aut ht ok nul | ok nd5

Note the changes to original. src: [amers03a]

Example C.5. /etc/pam.d/passwd

HHHFEHHFEHEHFHFEHHFHEE HHF

The PAM configuration file for the Shadow " passwd' service

The standard Uni x aut henticati on nodul es, used with NI'S (man nsswitch) as
wel | as normal /etc/passwd and /etc/shadow entries. For the |ogin service,
this is only used when the password expires and nust be changed, so make
sure this one and the one in /etc/pamd/login are the same. The "nul | ok"
option allows users to change an enpty password, else enpty passwords are
treated as | ocked accounts.

(Add " nd5' after the nodul e name to enabl e MD5 passwords the same way that
“MD5_CRYPT_ENAB' woul d do under | ogin. defs).

The "obscure" option replaces the old " OBSCURE CHECKS ENAB' option in
| ogin.defs. Also the "mn" and "nmax" options enforce the | ength of the
new password
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passwor d suf fi ci ent pam | dap. so

passwor d required pam uni x. so nul | ok obscure m n=4 max=8 nd5
# Alternate strength checking for password. Note that this

# requires the |ibpamcracklib package to be install ed.

# You will need to conment out the password |ine above and

# uncomrent the next two in order to use this.

# (Repl aces the "~ OBSCURE_CHECKS ENAB', " CRACKLI B_DI CTPATH )

#

# password required pam cracklib.so retry=3 mnlen=6 difok=3

# password required pam uni x. so use_aut ht ok nul | ok nd5

Note the changesto original. src: [amers03a]

Example C.6. /etc/nsswitch.conf

# [ etc/nsswitch. conf

#

# Exanpl e configuration of GNU Name Service Switch functionality.

# | f you have the “glibc-doc' and "info' packages installed, try:

# info libc "Nanme Service Switch"' for information about this file.

passwd: | dap conpat
group: | dap conpat
shadow. | dap conpat
host s: files dns
net wor ks: files

pr ot ocol s: db files
servi ces: db files

et hers: db files
rpc: db files
net gr oup: ni s

Note the changesto original. src: [amers03a]

30



Bibliography

Top reads!

[amers03a] Using OpenLDAP on Debian Woody to serve Linux and Samba users. Markus Amersdorfer. August
2003. URL: http://homex.subnet.at/~max/Idap/ Recommended! If you don't like me, this is where you
should go. Best of al writings I've looked at..

[amersO3b] How to join a Windows client to a domain. Markus Amersdorfer. August 2003. ht-
tp://homex.subnet.at/~max/comp-06_samba-pdc.shtml .

[idealx]] Samba  LDAP How  to. Olivier Lemaire. IDEALX SA.S. URL: ht-
tp://lwww.idealx.org/prj/samba/samba-ldap-howto.pdf If not the first than one of the first samba LDAP
how-to's. Almost al other articles have some info from this one. (Project info: ht-
tp://www.idealx.org/prj/sambal/index.en.html .

[howtono3] David Trask. The latest SAMBA-LDAP-PDC How-to (another one). URL (PDF): ht-
tp:/iwww.ves.u52.k12.me.usLDAP/The SAMBA-LDAP_How-to.pdf URL (HTML): ht-
tp://www.vcs.u52.k12.me.us’LDAP/The SAMBA-LDAP_How-to.html The only simpleinfo on editing the
idealx scripts config file, smbldap_conf.pm..

URL: http://www.mandrakesecure.net/en/docs/samba-pdc.php . Mandrake.

URL: http://network.gouldacademy.org/randomfiles/sambal dap/Sambal DAP/index.html Nice and concise, some
info pieces here that are no where else - on the idealx scripts..

Runners up!

[icoup03] SAMBA (v 2.2) PDC LDAP v.3 howto (unofficial). Ignacio Coupeau. May 2003. University of Navarra.
URL.: http://www.unav.es/cti/ldap-smb/ldap-smb-2_2-howto.html Mr Coupeau obviously has aot of exper-
ience and previously this was one of the few sources of info available (I think). Now there is alot more
available and even though some valuable info is available here and no where else, it is crudely written and
unstructured..

Using an LDAP Directory for Samba Authentication. Tom Syroid. IBM Developerworks. URL: ht-
tp://www.ibm.com/serversesdd/tutorial smb_ldap/smb_|dap-Itr.pdf Not bad but like most stuff very Red
Hat focused, | started out using this because it is well written and ssimple. Mr Syroid also has a good article
on sambaasaPDC (no LDAP)..

Other references

Samba LDAP Debian How-to. URL: http://howto.aphroland.de/HOWTO/LDAP/FrontPage Nice but technical.
Amersdorfer seems to have used this one to some extent..

URL.: http://www-106.ibm.com/devel operworks/linux/library/l-samba/ .

LDAP System Administration. O'Reilly. 1-56592-491-6. Gerald Carter. Good for explaining LDAP, OpenLDAP,
Linux authentication, etc. Not much on samba though..

31


http://homex.subnet.at/~max/ldap/
http://homex.subnet.at/~max/comp-06_samba-pdc.shtml
http://homex.subnet.at/~max/comp-06_samba-pdc.shtml
http://www.idealx.org/prj/samba/index.en.html
http://www.idealx.org/prj/samba/index.en.html
http://www.vcs.u52.k12.me.us/LDAP/The_SAMBA-LDAP_How-to.html
http://www.vcs.u52.k12.me.us/LDAP/The_SAMBA-LDAP_How-to.html
http://www.mandrakesecure.net/en/docs/samba-pdc.php
http://network.gouldacademy.org/randomfiles/sambaldap/SambaLDAP/index.html
http://www.unav.es/cti/ldap-smb/ldap-smb-2_2-howto.html
http://howto.aphroland.de/HOWTO/LDAP/FrontPage
http://www-106.ibm.com/developerworks/linux/library/l-samba/

Glossary
Some terms used

NET command (windows)
Name Service Switch

Pluggable Authentication
Module

Samba Web Administration T

(something)

Samba configuration file

AsFar Asl Can See

Actually many commands to view, test, administer and manipulate windows net-
work access from a windows machine. Examples include: net view, net use, net
print, etc.

handles mapping between names and numbers, dealing with groups and access.
See nakedape wikipedia
[http://nakedape.cc/wiki/index.cgi/NameServiceSwitch].

handles authentication for access to different resources on the machine. Like so
many things in Linux, you configure it a little differently between distros
(because they include different options).

A web based administration program for samba, installed by default - but not en-
abled by default!

The samba configuration file, in Debian located in /etc/sambal. The default is
nicely documented, although | recommend glancing at it using SWAT - and
clicking "advanced view", then use the help links to read up on interesting look-
ing parameters.

Extremely silly but useful and after a while more so (addictive) typical newspost
and netspeak short.
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